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2 Introduction

2.1 Introduction

Contact
the
MailEnable
Team
MailEnable Pty. Ltd. (ACN 100 453 674) is an Internet Messaging product company that develops, markets and
supports software for hosted messaging solutions. MailEnable’s mail server suite provides a tightly integrated
hosted messaging solution for the Microsoft platform.

MailEnable is a 100% privately owned Australian Company and was established in early 2001. MailEnable's
customers include some of the worlds largest Internet/Application Service Providers, Educational Institutions,
Organizations, Government Agencies and Corporates.

59 Murrumbeena Road
Murrumbeena Victoria, Australia
Tel:  +613 9563-4177 (AEST)
Fax:  +613 9530-4066
Email: info@mailenable.com

Support
For any support issues including program defects and general support inquiries, please follow the link below.  The
web page displayed here shows a form, which once correctly filled out, will permit the MailEnable support team
to assist in any support requests.

http://www.mailenable.com/support/supportrequest.asp

Web
site

MailEnable’s web site provides links to reference materials, product information, knowledge base, forums, etc.

Knowledge
base

The MailEnable Knowledge base is available at http://www.mailenable.com/kb. It contains the latest
information on user queries and application configuration issues.

Forums

MailEnable forums are found at http://forum.mailenable.com. The forums contain public posting and replies
from MailEnable users.

How
to
download
To download MailEnable Enterprise Edition, follow the link below to obtain the latest supported update:

 http://www.mailenable.com/download.asp

Any patches and hot fixes deemed necessary for the continual use of the MailEnable product will also be made
available here.

2.2 Prerequisites

Pre-requisites

MailEnable will run on virtually any computer capable of running a Windows server environment. Web mail and
web administration require .Net 2.0 to be installed.

 

Component Requirement

Operating Windows Server 2008 R2
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System Windows Server 2008 (including 64 bit versions)
Windows Server 2003 (including 64 bit versions)
Windows 2000
NT 4 Server (some features are not available under NT, including webmail).
Note: MailEnable™ Pty. Ltd. does not provide support for Windows NT 4.0 installations.
For details on running on Windows XP/Professional/Vista/Windows 7, please see:
http://www.mailenable.com/kb/Content/Article.asp?ID=me020357

Memory 1GB RAM or higher

Hard disk 100MB hard disk space (excluding space for email data and configuration)

Others Network interface card configured to use TCP/IP
Internet connection (with fixed IP and access for ports 25, 110, 143)
Microsoft IIS v5.0 or higher required for Webmail & Administration capabilities
Microsoft .NET Framework 2.0 or later (for .NET Webmail & Administration)

Requirements
for
Windows
NT
4.0

Window NT has some requirements, so you will need to install the following if you have not done so already. Due
to Microsoft stopping all security fixes for NT 4.0 at the end of 2004 it is not recommended that an NT 4.0 server
is connected to the Internet.

Additional
Requirements
for
Windows
NT
4.0

Service Pack 6a

Microsoft Management Console (MMC) 1.2 or later

Internet Explorer 5.5 or later (with Browsing Enhancements)

Microsoft Data Access Components 2.1 or later (for MailEnable™ Professional & Enterprise Editions)

 

Note: While the MailEnable product suite can be installed and has been tested on XP and workstation
environments the company does not support these platforms.

 

Note: In order to install either the web administration or web mail components of MailEnable, Microsoft
Internet Information Server (IIS) will need to be installed. If you do not intend to use these components,
then IIS is not a requirement.

 

2.3 How Internet Email Works

To administer a mail server on the Internet requires knowledge of how email works. It is important to know how
messages are delivered and sent, how mail servers contact each other, and how users retrieve their email. This
will help in diagnosing problems, tracking faults, and knowing who to contact when something goes wrong. The
information in this section is not specific to MailEnable; this applies to all mail servers. This information is
essential to know in order to properly administer an Internet mail server.

Email
Clients
An email client is a software application that is used to send, receive, store and view e-mail.

Some examples of email clients include

Microsoft Outlook
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Microsoft Outlook Express

Mozilla Thunderbird

Pegasus Mail

Email
server
An email server holds and distributes e-mail messages for email clients. The email client connects to the email
server and retrieves messages.  An email server may also be known as a mail server, or a mail exchange server.

Sending
and
receiving
mail
To send Internet e-mail, requires an Internet connection and access to a mail server. The standard protocol used
for sending Internet e-mail is called SMTP (Simple Mail Transfer Protocol).  The SMTP protocol is used to both
send and receive email messages over the Internet.

When a message is sent, the email client sends the message to the SMTP server.  If the recipient of the email is
local (i.e. at the same domain as the email originated from) the message is kept on the server for accessing by
the POP, IMAP or other mail services for later retrieval.

If the recipient is remote (i.e. at another domain), the SMTP server communicates with a Domain Name Server
(DNS) to find the corresponding IP address for the domain being sent to.  Once the IP address has been resolved,
the SMTP server connects with the remote SMTP server and the mail is delivered to this server for handling.

If the SMTP server sending the mail is unable to connect with the remote SMTP server, then the message goes
into a queue.  Messages in this queue will be retried periodically.  If the message is still undelivered after a
certain amount of time (30 hours by default), the message will be returned to the sender as undelivered.

2.4 What's New in Version 6

The following section outlines the new functionality provided in Version 6 of MailEnable.

Updated
Webmail

The MailEnable™ webmail client has been improved to provide a new
fresh look with additional features that enhance the overall experience
for a user accessing their mail.

A new skin called Oceano has been added to complement the existing
Mondo skin. This skin is better suited for low bandwidth connections,
providing a passive blue backdrop.

Version 6 webmail also includes a handful of new features and an array
of improvements, particularly for mobile devices such as the
iPhone/iPad.

('mailenable_syncML.jpg'
in
the
on-line
documentation)

Cloud
Storage
(WebDAV
Support)

It is now possible to use MailEnable™ as a cloud storage provider. Mailbox owners are able to access their "My
Files" folder as a network drive over the WebDAV protocol. Mailbox owners can store photos and documents
from their computer or phone (using products like NetDrive™ and other WebDAV clients). For example, a
person can take a photo with their iPhone and immediately save it to MyFiles.
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Inline
YouTube
Player

When users receive messages that contain YouTube video links, Webmail will detect these links, then
automatically create selectable thumbnail previews. Users can then click on these thumbnail links, and play
the video right there in the message body!

Webmail's embedded YouTube Player integrates full video control, including play, pause, adjust volume, view
in fullscreen buttons.

MP3
Media
Player

Webmail has been enhanced to allow interactive inline streaming of audio files (MP3's). Messages containing
MP3 file attachments can now be previewed and streamed instantaneously within the Webmail client.

Users are also able to preview and stream MP3 files directly from their "My Files" storage folders.

The MP3 Media Player will stay appeared on an unobtrusive position in Webmail, to allow the user to multitask
and continue doing other activities in Webmail whilst listening to MP3's, such as viewing/composing messages,
create appointments, contacts, and tasks.

This feature requires the Adobe® Flash® Player for web browsers to be installed on the client machine. 

Export
Contacts

Users can now export all their contacts as a CSV file (Outlook compatible format) with a simple click of a
button. Extra contact fields are also supported for imports.

Send
Contact
as
vCard
Attachment

Users can now send a contact card from contacts in their Address Book.

A simple right-click on a contact allows the option to send the contact as a vCard. This will then open up the
compose screen, and a new message will be created automatically containing the vCard as an attachment, and
ready to be sent.

Add
Recipients
as
New
Contacts
After
Sending

Webmail now provides the ability to add new recipient contacts to their Address Book after sending a message.

When this option is enabled (via "Options>Mail"), Webmail will prompt the user whether to quickly add any
recipient contacts that are not already in the Address Book as new contacts, after a message has been sent.

Users have the ability to specify which email addresses to add when sending messages to multiple recipients,
and can also quickly input first/last names for these new contacts on the spot.

Force
Spell
Check
Before
Send

Webmail now has the ability to enforce spellchecking for every e-mail before it is sent.

When this option is enabled (via "Options>Mail"), the "Send" button on the message compose page will change
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to "Check Spelling".

Only when the spellchecking process has been completed, the user will then be able to send off the email.

Server administrators will also have the ability to force spell-checking for all mailboxes, via settings in the
MailEnable™ administration program.

Queue
Prioritization

Messages that are sent out as bulk e-mail or are part of an e-mail campaign can now be assigned to a bulk mail
queue. This means that bulk mail outs are less likely to impact on the delivery of regular e-mail.

Also, an administrator is able to designate users whose messages should be sent with Priority. Messages sent by
these users are placed in a Priority queue so that they receive preferential treatment over other messages.

Please see Queue
Prioritization
(on-line
documentation)

Integrated
Global
&
Post
Office
Footers/Disclaimers

System and Post Office Administrators are now able to add global or Post Office footers to messages as they
are sent to external parties. Mailboxes which are administrators are able to configure this through web
administration.

Please see: Postoffice
-
Footers
(Section
5.3.4)

System
Alerting
&
Monitoring

MailEnable™ now includes a monitoring agent that checks system health and can notify an email address of any
problems that are detected, such as a large amount of email going through the system, or service failure.

Please see: System
Tray
Utility
(MEtray)
(Section
10.1)

Intelli
Messaging
Support
(SMS
Provider)

MailEnable™ now provides support for a third SMS gateway service provider, Intelli Messaging. Now there is
more choice with provider, and with some simple entry of your account details within MailEnable™ you will be
able to do email-to-SMS in no time.
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Please see: SMS
Connector
-
General
(on-line
documentation)

IMAP
Speed/Bandwidth
Improvements
(UIDPLUS
Extension
Support)

MailEnable™ recently provided some significant speed and resource improvements to its IMAP and core
messaging services. The IMAP service has received yet another boost in that it now supports the UIDPLUS
extension. The UIDPLUS extension is available in many email clients and has recently been embraced in
Outlook 2010 to boost its IMAP performance.

For feature availability please visit: http://www.mailenable.com/version6/default.asp
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3 Overview

3.1 Overview

MailEnable has multiple services that interact in order to deliver a message to a mailbox. This interaction is done
by a system of queues, which are used to move the emails around. The actual moving of the messages is done by
the MTA service, which is logically the central service to the whole MailEnable system. The MTA will pick up
messages waiting in a queue and move them to the queue of another service to be processed.




3.2 Structure of MailEnable

Structure
of
MailEnable
MailEnable is comprised of Connectors, Agents and Services.   The definitions of these components are
described in the table below and in detailed in following sections.

Component Definition

Connectors Connectors move mail between systems or subsystems (local or remote)

Agents Agents run perform specific management or operating functions for MailEnable itself. An
example of an Agent is the Mail Transfer Agent. Its function is to move messages between
connectors.

Services Services expose MailEnable functionality to external agents or programs. An example of a
service is the POP3 service. This service allows mail clients to access mail from their post
office.

Services

Services allow external programs (usually email clients) to access the message store.

When a user wants to read email that has been sent to their mail server for handling, there are several mail
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services that can be used to retrieve the email messages so that the user can read them in their email client.
These services include:

POP3

IMAP4

Synchronization (HTTP Mail)

Web mail

Mobile Web mail

Each of these mail services is described in more detail in the Configuration of connectors, services and agents
section.

Connectors

Mail connectors move mail between systems or subsystems (local or remote). A mail connector allows
MailEnable to send and receive mail messages to and from external systems. MailEnable has several mail
connectors: SMTP, POP Retrieval, Post office and List server connectors.

SMTP
connector

The SMTP connector is responsible for both receiving inbound SMTP mail and delivering outbound SMTP mail. 

Post
office
connector

The Post office connector is responsible for delivering mail to a post office.  It processes mailbox level filters,
handles quotas, auto responders, delivery events, groups and redirections.

List
server
connector

The list server connector is responsible for receiving and delivering mail to users that are subscribed to the
lists.

POP
Retrieval
connector

The POP Retrieval connector will download mail from a remote POP server and deliver to a local mailbox.

Agents

Mail
Transfer
Agent
(MTA)

The Mail Transfer Agent is responsible for moving messages between connectors. It also processes the pickup
event and global filters.

 

 

 

3.3 Administration

From an administration perspective, MailEnable is comprised of the following components.

Post offices

Domains

Mailboxes

Lists

Groups
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Post
offices

A post office is used to host multiple mailboxes and domains under one area. For example, to provide mail
hosting for multiple companies, each company would have a post office. A post office can have multiple
domains and mailboxes assigned to it.  A small mail server might only have one post office.  Post offices can
have the same name as a domain. It is common for hosting companies to use a domain name as a post office
name and to only have one domain within that post office with the same name.

Domains

Multiple domains can be assigned to a post office. At least one domain needs to be configured in order to have
a valid email address.

Mailboxes

A mailbox is a repository for email. It is used to store emails for one or more email addresses. When a user
connects with a mail client application (Outlook Express, Eudora, etc.), they connect to a mailbox to retrieve
their email. When creating a mailbox, MailEnable will automatically create an email address for each domain
in the post office, using the format mailboxname@domain. A mailbox can have multiple email addresses. This
means a user only requires one mailbox to connect to, from which they can retrieve email from all their email
addresses.

Email
addresses

Each mailbox can have one or more email address mapped to it. It is only possible to add an email that
matches an existing domain for the post office. When a mailbox is created, MailEnable will automatically
create email addresses for each of the domains for the post office.

Lists

MailEnable contains a list server that enables people to subscribe and unsubscribe to a list. A list is an online
discussion group or information mailout, where emails are sent out to all the members. People are able to post
to the list (e.g. list@companyx.com), and the server will duplicate their email and send it out to all the
members.

Groups

A group is an email address that maps to one or more other email addresses. For example, a group which has
the recipient as staff@companyx.com can have 50 email addresses as members of this group. When someone
emails staff@companyx.com, the email is duplicated and sent to all 50 members.

3.4 Email Delivery Flow

Sending
Email

When mail is being sent to a non-local address, this is known as “relaying” i.e. MailEnable has to "relay" the email
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back out.

Requiring users to authenticate against the server prior to sending email can stop spammers from using the mail
server to send email out to anyone.

When email is being delivered to a local address, this is not relaying, and MailEnable will always accept this
email. This is how email is received from other mail servers on the Internet, as they do not need to authenticate.

Receiving
Email

When an email arrives via SMTP, the SMTP service saves this message to its inbound queue. The MTA service is
constantly checking this queue for new items.  When the MTA sees the message arrive it examines the message to
determine where it is to go. If the MTA service determines it is to go to a local mailbox, then it will move the
message to the post office connector service outgoing queue. The post office connector will be checking its
outgoing queue and can then process this message and deliver it to a users mailbox.

The naming of the Inbound/Outgoing queues may be confusing initially. But think of the queues as always relative
to the MTA service. So the MTA service will check all the inbound queues of the services and move messages to
the outgoing queues of the services. Services only check their outgoing queue and if they need to create a
message then they will do this in their inbound queue.

Since the MTA service is the central service responsible for moving messages around the system, it is the logical
place for all the global filters, and items such as anti-virus, Bayesian filtering, etc. (the features available are
determined which version of MailEnable). Even messages arriving via SMTP and sent via SMTP are processed by
the MTA service, since only the MTA can move the email from the SMTP Inbound queue to the SMTP Outgoing
queue.

Utilizing different services in this way gives MailEnable a high level of flexibility, such as allowing services to be
split across machines and to permit more than one type of service to be running on different servers. But this
flexibility does create one hurdle for an administrator of MailEnable, and that is the problem of being able to
track a message. A message being sent to a local mailbox will be logged in the SMTP logs, the MTA logs and the
post office connector logs. Fortunately there are tools and monitoring software that come with MailEnable that
makes this tracking easier, but understanding the queue mechanism will make administering the MailEnable
server a lot easier.
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4 Installation

4.1 Installation Overview

Note: Installing MailEnable requires administrative privileges on the server MailEnable is to be installed on.

Run the installation executable. The installation program will then guide the rest of the installation process. Each
screen of the installation program contains data entry fields, Next, Back and Cancel control buttons.

The Next button proceeds to the next step of the installation process.

The Back button steps back through the installation process. 

To exit the installation at any time, select the Cancel button.

4.2 Installation

Welcome
screen

The welcome screen informs that MailEnable is about to be installed. It also provides a warning outlining the
copyright protection of the MailEnable product suite.

To continue installing the application, click on the Next button.

Please click the Next button to continue.

 

License
Agreement

The License Agreement dialog box explains the licensing terms and conditions of installing and using the
MailEnable product suite.

Read this carefully as it outlines all conceptual and legal issues between MailEnable and the End User in
relation to the way the program can be used.

Please click the Yes button to continue.
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Registration
details

This screen is for entering registration details, which will be used and displayed in the Diagnostic Utility that
will be outlined later in this document. Enter your name and company name in the boxes provided.

Please click the Next button to continue.

Select
installation
components

The next part of the installation process is to select the MailEnable components to install.

Web
Mail
Service
(Server) – This will install web mail for MailEnable. This option requires that Microsoft
Internet Information Services (IIS) is installed.
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Web
Administration
Service
(Server) – This service will install web administration for MailEnable. This option
requires that Microsoft Internet Information Services (IIS) is installed.

Migration
Utilities
- Will install the Capture Migration Utility used to migrate accounts and messages from
remote servers.

ClamAV
Integrated
Virus
Scanning
- Will install the ClamAV Antivirus application for scanning incoming and
outgoing messages and automatically setup the relevant filtering options. Please see Antivirus
Filtering
(Section
7.6.1) for more information about ClamAV Integrated Virus Scanning.

Select the components to install.  Check that there is enough disk space required to install the selected
components.

Please click the Next button to continue.

Select
application
directory

This specifies the location where application files for MailEnable will be installed.  

Please click the Next button to continue.
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Select
Program
Manager
group

The installation wizard will now prompt for the program group in Windows for the MailEnable icons and
shortcuts installed. Accept the default settings to install the icons under the “Mail Enable” Program Group

Please click the Next button to continue.

Select
configuration
Repository

The Configuration Repository is a place to store the configuration files of MailEnable. By default MailEnable
uses a TAB Delimited file structure (flat file structure), and since the configuration files are accessed
continually, consider using a fast disk I/O sub system for this storage path to improve performance.

If intending to cluster MailEnable, specify a shared file services as the Configuration Repository location.  If
the installation is only on a single server, use a directory that is local to that server (i.e. the default setting). 

To install into a different folder, click Browse, and select another folder.  If upgrading MailEnable, changing
this directory will not move any existing data.

Please click the Next button to continue.
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Selecting
message
store
repository

 

The message store repository is where all the email data is stored. Email data can take up a large amount of
disk space, so ensure a drive with plenty of space for future expansion is selected.

If intending to cluster MailEnable, specify a shared file service as the Destination folder (this can also be
configured via the Administration Program after installation).  For a single server installation, use a directory
that is local to the server (i.e. the default setting). 

Please click the Next button to continue.

Creating
an
initial
post
office

When installing MailEnable for the first time, one requirement is to create a post office. A MailEnable post
office should be created for each company or organization that is hosted under MailEnable. A MailEnable post
office can contain multiple domain names.  It is therefore advised that post offices are named to be something
more generic than the domain name. For example, MailEnable Pty. Ltd. owns domains mailenable.com,
mailenable.com.au and mailenable.co.uk, so the chosen name for the post office for MailEnable Pty. Ltd.
could therefore be MailEnable. The domains owned by MailEnable Pty. Ltd. would then be assigned to the
MailEnable post office. Another common configuration is to name the post office the actual domain name, as
this simplifies mailbox log-on (as users are often aware of the domain they log into).

Professional Manual  

23 ©2011 MailEnable Pty Ltd. All Rights Reserved.



A password needs to be assigned for the manager or postmaster of this new post office. The mailbox for the
manager of a post office is called postmaster and is given administrative privileges for that post office (this
allows the postmaster to administer the post office via web administration). It is advisable to use a complex
password for this mailbox, and this password can be changed later.

Please click the Next button to continue.

SMTP
connector
configuration

The installation will now prompt for specific details for the SMTP Connector.

These settings are outlined in the following table (all of these settings can be changed later):            

Setting Explanation

Domain Name The first configuration setting is the Domain Name for this server. The domain name
should be the domain name of the organization that owns or is operating the server.  If
this server is being used on the Internet, it is important that this domain name is
registered. When MailEnable is sending out email to remote servers, it will announce
itself as this domain.

DNS Host The DNS host used by the SMTP Connector to locate mail servers. To use multiple DNS
addresses, enter these here, and separate the IP addresses with a space. In most cases,
the same DNS host(s) should be included as configured under the network TCP/IP settings
for the computer.

SMTP Port The SMTP port is almost always set to 25. Very rarely is another port number used and it
is recommended that this setting remain as 25. Corporate or hosting companies/agencies
may wish to use a different SMTP port to 25 to obscure the fact that the server is running
SMTP services. If unsure, leave the setting as 25.
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Please click the Next button to continue.

Start
installation

The installation program will prompt before it commences installing files and registering the application.

Please click the Next button to continue.

The installation will now install files and display a progress window whilst the components are installed and
configured.

Select
web
mail
site

If more than one web site is configured under IIS, the installation application will ask under which web site to
install the web mail virtual directory.  Install this either under the “Default Web Site” or an alternate site
configured under IIS. Once the installation of MailEnable has completed, it will be possible to add or remove
web mail from each of the web sites configured under IIS.

Note: Do not install MailEnable web mail under the “Administration Web Site”
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Please click the Next button to continue.

The installation application will display a dialog box while it configures web mail. The configuration of web
mail may take several minutes, so please be patient.

Select
web
administration
site

Web administration is installed if it was selected as an option from the component list in the Installation
process
section. If more than one web site is configured under IIS, the installation application will ask under
which web site to install the WebAdmin Virtual Directory. Install the web administration under the “Default
Web Site” or an alternate site configured under IIS.

Note: This functionality can be re-configured to another web site if required after the initial installation has
been completed.

Please click the Next button to continue.
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Completing
installation

Finally, set-up will inform that the installation procedure completed successfully.

Please click the Finish button to complete installation of MailEnable.

The installation program will advise if a reboot is required after install or upgrade.

4.3 Upgrading

4.3.1 Upgrading

To upgrade to MailEnable Enterprise Premium from either Standard Edition, Professional, Enterprise or earlier
version of Enterprise Premium editions, follow the same steps as outlined in the Installation
and
upgrading
section
(Section
4.1).  As the same data stores are used, it is possible to run the installation over the top of the
current configuration.

MailEnable will detect the old version and retain the old settings (unless otherwise specified). More information
on how to upgrade MailEnable to a newer version can be found within the following Knowledge base article:
http://www.mailenable.com/kb/Content/Article.asp?ID=me020040

MailEnable set-up kits are available from the MailEnable web site at http://www.mailenable.com/download.asp

4.3.2 Upgrading an existing web mail installation

If upgrading an existing version of MailEnable the installer will detect and provide upgrade options for the Web
Mail interface. Selecting Upgrade will improve installation times and upgrade the necessary Web Mail files that
contain fixes and updates. The alternative option is to perform a Repair/Reinstall where the installer will
proceed to reset Web Mail IIS components, ASP.NET script mappings and apply the respective permission settings
for Web Mail. The Repair/Reinstall option is only recommended if you are experiencing problems with the Web
Mail or Web Administration interfaces.
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4.3.3 Configuration repository location

When MailEnable is installed over an existing installation, the installation program will prompt for the location of
the configuration repository. It should default to the current configuration location as used by the existing
installation of MailEnable.

 

4.3.4 Replace configuration files

The default setting of the installation is to Preserve
Existing
Configuration
Data. Leave this option selected
to retain current data and settings when upgrading to a newer version of MailEnable.  To overwrite your
configuration with clean installation, (i.e. do not retain post office or mailbox data) select the Overwrite
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Configuration
Data option.

The installation has the option to Backup
Configuration
Data
BACKUP
Directory.  Selecting this will ensure
that the configuration repositories are backed up, which is always good practice. If you are using a database
for configuration storage, this is not backed up.

Simply follow the installation wizard, verifying the settings until the wizard completes. It may be required to
reboot your sever at the end of the upgrade. The underlying configuration data and options are essentially the
same for all MailEnable versions.

4.4 Post-installation configuration

4.4.1 MailEnable Diagnostic Utility

The MailEnable Diagnostic Utility checks the installation for system errors or warnings. The Diagnostic Utility
also reports on the current system configuration. In most cases, the diagnostic report will provide enough
information to determine whether the server is configured properly, or to diagnose system faults.

How
to
access
the
MailEnable
diagnostic
report

1. Navigate within the MailEnable Program Group under ‘System Tools’ or;

2. Navigate within the MailEnable Administration console under Servers>localhost>System>Diagnose or;

3. Open a Windows "Run" command and type "mediag" (without quotes).

Once the Diagnostics Utility has been selected, it may take a few seconds to load (depending on the number of
domains). A web page will be invoked and will give a test output of all services installed within the MailEnable
program. In order to rerun the Diagnostic through the Administration program, right click on the Diagnose icon
and select ‘Refresh’ from the popup menu. Below is an example of this test output and how it is displayed. 
The ‘Refresh’ option can also be used if the page does not properly load.
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The classes and test configurations that are run are as follows:

Option Description

Version
Information

Contains all required environment data and version information.

Configuration and
Data Test

Verifies that all repository stores are valid and free from any corruptions or permissions
errors.

Application
Environment

Checks various system files on the server that MailEnable relies on.

System Services
and Tests

A test on services and whether they are correctly installed and running.  Some services
are not installed in all versions of MailEnable, and so therefore may fail this test. Click
the Status link for confirmation of whether this is the case.

Queue Status Calculation of the quantity of all inbound and outgoing emails is displayed here.

Host TCP/IP
Settings

Basic check on IP and DNS configurations.

Network Interface
Report

Check of all Network Interface Cards and validation of drivers.

Mail Transfer
Agent

Reports details of the MTA service settings that can affect delivery and Antivirus/pickup
event performance.

SMTP
Configuration
Test

Settings or properties of SMTP settings are defined. Checks security settings for this
service.

SMTP Relay
Settings

Relay settings are checked here - verifies that only authorized addresses can send
through the mail server. See the SMTP
connector
-
Relay
section
(Section
6.2.3.5).

SMTP Inbound
Bindings Test

Provides information on the bindings to IP addresses.

SMTP Outgoing
Configuration

Shows outgoing SMTP configurations.

SMTP Outgoing
Queue Status Test

Shows status of messages queued to remote hosts.
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DNS Resolution
Test

Resolves all DNS settings.

Host IP Reverse
Lookup Tests

Outlines the reverse DNS configuration settings and verifies settings. Some mail servers
will reject email if there is no PTR record configured for the IP address, so if this test
fails a PTR record needs to be configured.

Hosted Domain
Resolution Test

Checks whether local domains have MX records.

Reverse DNS
Lookup
Configuration

Indicates whether reverse DNS blacklists are enabled for the SMTP service.

Web Application
Configuration
Test

Checks web mail and web administration settings ensuring sites are correct.

Message
Filtering/Antivirus

Shows the status of the MTA and configurations of any Filters and AV programs.

Authentication
Tests

Checks all authentications provided by MailEnable.

Post Office Status
Tests

Authenticates all post office accounts and domains.

Note: The Diagnostic Utility is also a separate application which can be run through the Program
Files>Mail
Enable>System
Utilities menu.

 

4.4.2 Check and configure DNS settings

In order for remote mail servers to deliver email to the MailEnable server, the correct DNS entries need to be
configured in the Domain Name Services (DNS) hosting the domain records.

The server should have a fixed IP address that is registered under the public DNS.  If the server does not have a
static IP address (i.e. the IP address changes) in order to direct emails and domains to the server, a dynamic DNS
provider (e.g. no-ip.com) will be required.  A dynamic DNS provider keeps track of the changing IP address and
updates the DNS details accordingly. Companies that offer this service may charge a monthly fee, although there
are some free services available. It is still possible to send email from MailEnable with a dynamic IP address, but
unless the DNS is updated with the new IP address every time it changes, other mail servers will not be able to
connect. Be aware that a number of mail servers will not accept email from the server if it does not have a static
IP address, or if the server is using a cable/DSL connection.

Every domain registered on MailEnable should have mail exchanger (MX) records defined with your Internet
Service Provider (ISP) or whoever is hosting the DNS.

Due to the vast array of combinations for DNS hosting and the number of vendor specific DNS implementations,
consult your DNS provider for instructions or inform them of the servers published IP Address along with the
domain names being hosted under MailEnable and request they configure the DNS accordingly.

If using MailEnable from a computer at your office or home, ensure that your Internet plan allows you to run a
mail server. Some providers block incoming email to mail servers on their network, to avoid the possibility of
spam abuse. They can also block all outgoing email that is not going through their mail server. If unsure, please
contact your service provider. If MailEnable can send email correctly, but does not receive any, it is likely to be
either the DNS settings, or your ISP has blocked incoming email to stop you running a mail server.

More information is available on configuring DNS in the MailEnable Knowledge Base
(http://www.mailenable.com/kb).

The precise approach for configuring DNS depends on whether you are hosting your own DNS or whether an ISP or
third party hosting the DNS. This section explains how you can configure your DNS if you are hosting your own DNS
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Server.

1. Using the DNS Management software for the DNS Server, ensure that a DNS "A" (Host) record has been
created for the mail server. This record type allows the host to be identified by a host name rather than IP
Address. To validate whether the A record was registered correctly, use the ping utility. Attempt to ping
the host using its host name. If this works, then the A record was registered correctly.

2. Next, create an MX record that points to the A record. The way this is achieved depends on which DNS
server/vendor being used

3. When selecting a DNS for MailEnable to use, choose one that can resolve all domain names, which is not
necessarily the DNS which is hosting the domain names. For example, if you host your domain names
through a third party, it is unlikely that you would use their DNS IP address to resolve.

An example for registering MX records using Microsoft DNS Server is available at:
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/cb7a2363-0ed6-4c7c-
87ba-7cc9592a8028.mspx

4.4.3 To set up PTR records under Microsoft's DNS Server

1. Ensure that DNS Forwarding is enabled on the server. This means that if a client cannot find DNS records
on the mail server, the DNS server will forward request to your ISPs DNS servers. This can be accessed
under the properties of the server - Forwarders Tab (within DNS Manager)

2. Create the Reverse Lookup Zone for address range of the public IP address (e.g.: 201.248.10.* ). Create
this by selecting 'New Zone' under the properties of the server (within DNS Manager).

3. Create PTR Records for all of the IPs under the Zone outlined above (within DNS Manager).

4. Ensure the primary DNS IP addresses used by MailEnable's SMTP Connector is configured to use the local
DNS rather than referring upstream to your ISPs. This is much faster and more efficient. (This is done via
the MailEnable Administration program under the properties of the SMTP Connector)

5. Restart the SMTP Service to place DNS Server changes into effect (Service Control Manager)

Note: Check with your ISP that they allow PTR referrals to your server. This can be checked using resources
at http://www.dnsstuff.com

 

4.4.4 Check mail services

There are various mail services installed with MailEnable. These services run in the background and handle the
sending, receiving and distribution of email. Check that these services are running after the initial installation.

Expand the Servers
>localhost
>System branch, and click Services. A list of services and their status should be
displayed. 

The icons indicate the status of the service:

 Indicates that the corresponding service is running

 Indicates the service is not running, or could not be started

If a service is not running, it can be started by right clicking the service and selecting Start from the pop-up
menu. The reason for a service failing to start will be displayed in the Status column. Failure of a service to start
is usually due to another service running on the same port (such as the Microsoft SMTP Service).

Make sure the services that could possibly be interfering with MailEnable are disabled. If a service fails to start,
check its respective Debug log for more details of the failure.
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5 Administration

5.1 Administration

The majority of MailEnable configuration and maintenance is done through the MailEnable Administration
program within a Microsoft Management Console.

Start this application by using the Start menu in Microsoft Windows and Navigating to MailEnable Enterprise by
selecting:

Start>Programs>MailEnable>MailEnable
Professional

The MailEnable Administration program will open and you will be presented with a window similar to the
following:

The tree view on the left navigates through the various components of MailEnable in order to configure them.

The first item in the display is MailEnable
Management.

The second item in the display is Messaging
Manager. This is where various global settings, such as Domains, Post
Offices and Mailboxes can be modified. Explanations of these items are contained later in this document. The
panel to the right of the tree view provides either icons for options, or a view of the configuration data
determined by what you have selected in the tree view.

The third item in the left tree view of the Administration program, labeled Servers, is for configuring the various
server specific configuration items for MailEnable.

Many of the tree view items have configuration options. These options can be accessed by right clicking on the
icon and selecting the Properties item from the popup menu.

5.2 Messaging Manager

5.2.1 Messaging Manager

This section describes the configuration of the Messaging Manager.  The Messaging Manager configures global
settings for MailEnable. To access these settings, right click on the Messaging Manager icon and select the
Properties item from the popup menu, or click the Configuration icon in the right hand panel.
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5.2.2 Messaging Manager - General

General Settings for MailEnable’s configuration can be found under the properties of the Messaging Manager. The
paths that MailEnable uses to store its configuration data can be configured here.

Setting Explanation

Configuration
Repository

The configuration repository path contains the configuration information for your server. This
includes the: Bad Mail Quarantine and Queues directories.

Message Store
Repository

The message store path contains all the email data for the MailEnable server.

 

5.2.3 Messaging Manager - Administration
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Settings Explanation

New mailboxes have size
limit

Configures the default quota for mailboxes, so every new mailbox created will
have a quota configured.

Automatically create an
email address for each
domain with every new
mailbox created.

If there are several domains in a post office and this setting is selected, then
every time a mailbox is created in a post office a mail address or address mapping
will be created for each domain for the mailbox.

When displaying the
mailbox list, disk usage is
determined:

Use this option to set the size calculation method for listing mailboxes. The
available options are:

Calculate
sizes
(slow):

This option will set the calculation method to calculate the sizes of of the
mailbox folders when accessing the mailbox list. This can have an impact on
performance if the list of mailboxes is large and each mailbox contains large
amounts of messages.

Use
precalculated
sizes
(fast):


Will use the pre calculated size reported within the DIRSIZE.tmp file

Dont
show
sizes
(fastest):

This option will disable the calculation method and not display any sizes within
the mailbox list.

Virtual list limit: MailEnable will try to load all the display items in the administration program into
memory to sort and view the lists. This can cause long delays for large numbers of
mailboxes. This option determines how many mailboxes need to be in a postoffice
before a virtual list is used.

Note: If using Tab Delimited files (default) configuration storage, mailbox
lists after this size will not be sorted.

5.2.4 Messaging Manager - Security

The security tab contains the server settings for password encryption and Windows authentication integration as
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follows:

Setting Explanation

Password
Details/Encrypt
Passwords

When using Tab Delimited Configuration Providers, which is the default storage within
MailEnable, MailEnable passwords are stored in text files with a TAB extension under the
\config directory of the MailEnable directory structure. You can optionally specify to encrypt
MailEnable passwords. If you are using integrated authentication, Windows credentials will
take preference to these passwords.

Enable
Integrated
Authentication

This is a system wide setting that allows you to simply enable or disable authentication for all
hosted MailEnable post offices.

MailEnable Integrated Authentication allows you to use Windows Authentication as well as
MailEnable’s inbuilt authentication.  It also allows you to have mailboxes created within
MailEnable as users successfully authenticate using Windows Credentials. To enable
integrated authentication, you must select Messaging Manager Properties (right click on
Messaging Manager) and check the box labeled “Enable Integrated Authentication”.

5.2.5 Messaging Manager - Footers

Footers, otherwise known as Disclaimers can be attached to messages that are sent to external addresses.
Footers can be enabled at the global level or at the postoffice level. Please see below for the available settings.
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Field Explanation

Scope Global
and
Postoffice
footers
are
disabled:

This settings disables footers for global and postoffice levels

Use
Global
Footer
Only:

Footers will only be used at the global. Any postoffice level footers will be used.

Use
Postoffice
Footer
Only:

Footers will only be used at the postoffice and Global footers will not be used.

Use
Postoffice
Footer
and
then
Global
Footer:

Will set the postoffice footer first followed by the set global footer.

5.3 Post office configuration

A post office is used to host multiple mailboxes and domains under one area. For example, to provide mail
hosting for multiple companies, each company would have a post office. A post office can have multiple domains
and mailboxes assigned to it.  A small mail server might only have one post office.  Post offices can have the
same name as a domain. It is common for hosting companies to use a domain name as a post office name and to
only have one domain within that post office with the same name.

5.3.1 Post office configuration

A post office is used to host multiple mailboxes and domains under one area. For example, to provide mail
hosting for multiple companies, each company would have a post office. A post office can have multiple domains
and mailboxes assigned to it.  A small mail server might only have one post office.  Post offices can have the
same name as a domain. It is common for hosting companies to use a domain name as a post office name and to
only have one domain within that post office with the same name.
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5.3.2 How to create a Post Office

How
to
add
a
new
postoffice:

1. Select the Messaging
Manager branch in the left tree view window of the MailEnable Administration
program.

2. In right pane window, an icon labeled Create
Post
office will be shown.

3. Click this icon to create a post office and enter a post office name.

4. A password for the postmaster mailbox that will be created for the post office will need to be specified

To access the postoffice properties window right click on the newly created postoffice and select properties in
the right click menu

5.3.3 Post office - General

Once Integrated Windows Authentication has been enabled globally as per the Security
and
authentication
settings
section
('Security
and
authentication
settings'
in
the
on-line
documentation), each post office can
then be configured with specific authentication settings.

The General tab dialog configures the Microsoft Windows domain that post office mailboxes can authenticate
against. The name of the mailbox must match the corresponding Windows account name. For example, a
mailbox named Administrator will be able to authenticate using the Windows Administrator password.

In simple implementations there is likely to be only one domain, or the authentication will be done against the
local machine. More complicated implementations will allow authentication against specific domains (i.e.: if
the organization is made up of multiple domains).
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Setting Explanation

Use Integrated Windows
Authentication

Defines whether the post office can use Windows Authentication.

Use Post Office Name as
Windows Domain Name

Select this option if the name of the post office matches the desired Windows
Domain Name.

Map this Post Office to the
following Domain Name

Defines the Windows Domain Name that the will be used for authenticating
this post office’s mailbox users. To authenticate against the local machine,
either leave the Domain Name blank or enter a single period (.).

Authenticate against Active
Directory

Configures MailEnable to use User Principal Name (UPN) style logins, rather
than legacy Windows NT style logins. Both login mechanisms work equally as
effectively, except Active Directory hosting of multiple domains in its
hierarchy.

Automatically create
mailbox if successful login
and one doesn’t exist

Allows accounts to be created as users authenticate. If a user enters valid
Windows credentials, their mailbox is created automatically. Enabling this
option immediately provides access to mailboxes for those who have
validated against the specified domain.

Users must authenticate
against Windows user and
not fall back to MailEnable
configured password

Enforces a user to only authenticate against the Windows user database and
not fall back to the MailEnable authentication database.

 

5.3.4 Postoffice - Footers

Footers, otherwise known as Disclaimers can be attached to messages that are sent to external addresses from a
postoffice. In order to determine if footers are enabled for the postoffice or have been set at a global level
please see Messaging
Manager
-
Footers
(Section
5.2.5)

Footers can also be configured by an ADMIN user within the web administration interface. Please see the Web
administration user guide for more information.
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5.3.5 Postoffice - Quota

The postoffice quota value is the allocated hard drive space that has been allocated to an entire postoffice.
When the limit is reached a notification message is sent.

Setting Description

Enable quota notifications for
post office

Enables the quota option for the postoffice.

Quota The hard drive space allocated in megabytes

When the post office has
reached

The percentage value that needs to be reached before a notification is sent to
the notification mailbox

of its quota limit, notify this Dropdown menu to select the mailbox to be notified
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mailbox

Note: Ensure not to use the update button on postoffices where mailbox content is very large as will impact
on I/O performance.

5.3.6 Postoffice - Web admin

Configures feature availability for web administration users for each post office.  Further information on web
administration can be found in the Web
administration
section
('Overview'
in
the
on-line
documentation).

Setting Explanation

Enable web
administration for
Post Office

Enables web administration for the current post office.

Can create and
edit mailboxes

Allows mailboxes to be created and edited in web administration.

Maximum no. of
mailboxes

Specify the maximum number of mailboxes that can be created for this post office.

Maximum and
default mailbox
size

Enforces a mailbox size for each newly created mailbox in web administration. This
setting can be disabled or changed for each mailbox in the mailbox properties – see the
Create
mailbox
-
General
section
(Section
5.5.3).

Can select
mailbox size (up

Grants the web administrator the ability to create a quota for the post office mailboxes
up to the configured default size.
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to the default
value)

Can create and
edit lists

Grants the web administrator the ability to create lists in web administration.

Maximum number
of lists

Sets the maximum number of lists a web administrator can create.

Maximum number
of addresses in
each list.

Limits the number of addresses a web administrator can add to a created list.

Can add, edit and
remove domains

Allows the admin the ability to add and remove domains in the web administration page.

Can brand web
mail and web
administration

Allows the admin to brand webmail and web administration by changing the login logo
and the banner logo




5.3.7 Post office actions

5.3.7.1 Post office actions

In the MailEnable Administration program, expand the post offices branch to display all the available post offices.
Selecting the post office will display the available actions (as seen in the diagram below).

Note: The same actions can be found by right clicking on the postoffice and selecting All
Tasks within the
right click menu.
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